
Generate a unique
Content Key for the
Publication.

Encrypt each
protected
Resource using
that key

 User requests a
Protected
Publication

Generate the
User Key by
hashing the
User
Passphrase

Encrypt the
Content Key for
the Protected
Publication using
the User Key

Create a License
Document

Generate a digital signature
for the License Document
data and add to the License
Document

Verify the
signature for the
License
Document.

Get the User Key (if already
stored) or generate it by
hashing the User Passphrase.

Decrypt the Content
Key using the User
Key.



  

