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Introduction		
CAP (control access protocol) is a system to automate site access and monitoring process in Mobinil.
The system integrates with several interfaces from Mobinil side to collect information about the following:
1- Door open status for a site.
2- Issue occurred in a site.
3- Planned actions to be performed on a site.
4- Site details.
5- Urgent actions to be performed on a site.


Components
Actions
Action entity is a parent to the following entities, it gathers all common attributes to unify behavior:
1- Action plan.
2- Incident.
3- Urgent action plan.
4- Fax report. 
HP Receiver
This service is responsible for parsing Action plans and Incidents according to attached templates.
The parsing template are here
This is a windows service that runs on intervals determined from General settings (edited from Web portal by system administrator by changing value of setting with name “HpReciever_BoolingTimer”).
The general settings concerning this service are the following:
1- ‘HpReciever_EnableLog’, Enable (1) or disable (0) HP Receiver Service logging.
2- ‘HpReceiver_LogPath’, location where HP Receiver Service will store log files on the application server.
3- ‘HpReceiver_ActionPlanDirPath’, Directory path of received action plans that will be monitored by CAP service on the application server.
4- ‘HpReceiver_IncidentDirPath’, Directory path of received incidents that will be monitored by CAP service on the application server.
5- ‘HpReciever_BoolingTimer’, Timer to bool and parse Action plans and Incidents in minutes.
Projects in solution
The following projects are the projects responsible for completing functionality of HP.Receiver service:
1- MCAP.HP.Receiver, windows service.
2- MCAP.HP.Receiver.Entities, library project, contains Entity framework mapping to database, and entity related definitions.
3- MCAP.HP.Receiver.Services, library project, contains business logic for this service.
4- MCAP.Log, library project, contains logging to file.
Deployment on server
This service is installed to server SV-CAP-APP-01 with IP 10.110.37.53
The service name is MCAP.HP.Receiver

SMS Receiver
This service is responsible for parsing SMSs received on this service.
The parsing template is as follows	
“Approved Ap for m2000 	
prs is approved from 00:00 to 7:00 as per the requester need as there will be no missing data 
Tonight's Urgent action: 
Action: fix some OSS and OS issues in the PRS (2G and 3G) 
Impact : servers will be down for 3 hours Time: 12/4/12. 12 to 7 AM 
Requesting Team: network management solutions 
Impacted Team List: 3G access operation team. ALU access operation. 
Contact person: Amr 
Contact Number:01222210273”
When SMS is received, the system verifies the sender is a valid user of Type SIC, then it starts to parse required information from the sent SMS, then it saves it as an urgent action plan, with new code (action number), then the SMS is forwarded to the contact number sent within the SMS, with the action code concatenated to the message body.

Projects in solution
1- MCAP.Sms.Receiver, WCF service.
2- MCAP.Sms.Receiver.Entities, library project, contains Entity framework mapping to database, and entity related definitions.
3- MCAP.Sms.Receiver.Services, library project, contains business logic for this service.
4- MCAP.Log, library project, contains logging to file.
Deployment on server
This service is a WCF service published to IIS on server SV-CAP-APP-01 with IP 10.110.37.53


Mail Receiver
This service is responsible for parsing emails sent to CAP@Mobinil.com email and parsing Fax-reports and door alerts, in this section we will discuss the part concerning the fax-reports and door alerts will be on a later section.
The parsing templates for different vendors are found here.
Vendors are:
1- Motorola
2- Alcatel
3- Huawei
4- NSN
5- ZTE
After template is parsed, the resulting fax-report is given a code, this code is concatenated to the originally received mail then it is sent to the Subcontractor email.

DataBase diagram [image: ]

Projects in solution
1- MCAP.Mail.Receiver
2- MCAP.Mail.Receiver.Entities
3- MCAP.Mail.Receiver.Services
4- MCAP.Log, library project, contains logging to file.
Deployment on server
This service is a winforms application run on server SV-CAP-APP-01 with IP 10.110.37.53
Action Database Structure
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Door Alert
Mail Receiver
This service is responsible for parsing emails sent to CAP@Mobinil.com email and parsing Fax-reports and door alerts, in this section we will discuss the part concerning the door alerts,fax-reports were described in a previous section.
The parsing templates for different vendors are as follows:
Alcatel
	Clearance status
	Template
	Field Mapping

	Not cleared
	
 Site Name:QUENA_NORTH 01_S_QN-MANAA-SHARQ_3420UP

 Alarm Name:9003    BTS-EXTERNAL [9] Door-Window-Alarm-3   [3]


 Alarm Status:notCleared (0)

 Alarm Time:19/04/2015 12:50:06

 USER NOTE:

n Important Note: THIS E-MAIL IS GENERATED AUTOMATICALLY BY OMC-R, PLEASE DON'T REPLY TO THE SENDER

 Best Regards,
 Mobinil Supervision


Show you care; please don't print this e-mail unless it's really necessary.
	Site Name second part= site name
Site Name first part = BSC
Alarm Name = description 
Alarm Name = Brief description 
Alarm Status = clearance status
Alarm Time = alarm start

	cleared
	
 Site Name:DAHAB 01_H_NWEBA-CATH-BR-05_0313SI

 Alarm Name:9003    BTS-EXTERNAL [9] Door-Window-Alarm-3   [3]


 Alarm Status:cleared (1)

 Alarm Time:19/04/2015 12:48:52

 Clearing Time:19/04/2015 12:49:21

 USER NOTE:

  Important Note: THIS E-MAIL IS GENERATED AUTOMATICALLY BY OMC-R, PLEASE DON'T REPLY TO THE SENDER

 Best Regards,
 Mobinil Supervision


Show you care; please don't print this e-mail unless it's really necessary.
	Site Name = site name
Alarm Name = description 
Alarm Name = Brief description 
Alarm Status = clearance status
Alarm Time = alarm start Clearing Time = alarm end



The matching between cleared and active mails is determined by the active and cleared emails having the same:
1- Site name.
2- Alarm Brief Description.
3- Alarm start.
Nokia
	Clearance status
	Template
	Field Mapping

	Not Cleared
	FORWARDED MESSAGE FROM THE NOKIA NMS

Criteria Name:		DOOR_ALARM
Sending Time:		2014-08-04 02:04:39
Maintenance Region:	BSS
Name of the Object:	0151_G_DK-KOM-NOUR_0607DE
Alarm Class:		***
Alarm Number:		7401

ORIGINAL ERROR DESCRIPTION FROM THE ERROR HANDLER:

7401      ***                                       BSS                
DK-KOM-NOUR                      El-Mansoura                    
PLMN-PLMN/BSC-387596/BCF-151                                                
SHELTER DOOR ALARM                                                          
Started    2014-08-04 02:02:57                                              

	Name of the Object = site name
Criteria Name = description 
Criteria Name= Brief description
Alarm Class = clearance status
Started    = alarm start 

	Cleared
	FORWARDED MESSAGE FROM THE NOKIA NMS

Criteria Name:		DOOR_ALARM
Sending Time:		2014-08-04 02:01:57
Maintenance Region:	BSS
Name of the Object:	0991_G_SK-TAHRA-HAMID_3235DE
Alarm Class:		CANCEL
Alarm Number:		7402

ORIGINAL ERROR DESCRIPTION FROM THE ERROR HANDLER:

7402      C                                         BSS                
0991_G_SK-TAHRA-HAMID_3235DE     ZAGAZIG01                      
PLMN-PLMN/BSC-359892/BCF-991                                                
FENCE GATE ALARM                                                            
Started    -                        Cancelled     2014-08-04 02:00:53       


	Name of the Object = site name
Criteria Name = description 
Criteria Name= Brief description
Alarm Class = clearance status
Cancelled    = alarm end



The matching between cleared and active mails is determined by the active and cleared emails having the same:
1- Site name.
2- Alarm Brief Description.
3- First received active alarm matching two above fields without clearance.
Huawei
	Clearance status
	Template
	Field Mapping

	Not cleared
	
        Dears, kindly check the below alarms.
        Alarm Name:  Fence Gate Alarm
        NE Name:  SHOUBRA-KHIMA-EXCH
        Location Information:  Cabinet No.=0, Subrack No.=0, Slot No.=19, Port No.=1, Board Type=UPEU, Site No.=48, Site Type=BTS3900 GSM, Site Name=02164_S_3626CA_SHABORY-2
        Occurrence Time:  2015/4/19 12:50:00 GMT+02:00
        Clearance Time:
        Additional Information:  RAT_INFO=GU, AFFECTED_RAT=GU, DID=AUTODID_20141205_b6a8ac60-7c95-11e4-8000-002128e7f
        Huawei OMC


Show you care; please don't print this e-mail unless it's really necessary.
	Site Name = site name
NE Name= BSC
Location Information = Brief description
Alarm Name = description 
Alarm Name = Brief description 
Clearance Time doesn’t have value
Occurrence Time = alarm start

	cleared
	
        Dears, kindly check the below alarms.
        Alarm Name:  Shelter Door Alarm
        NE Name:  ZAMALEK-EXCH
        Location Information:  Cabinet No.=0, Subrack No.=0, Slot No.=18, Port No.=0, Board Type=UEIU, Site No.=30, Site Type=BTS3900A GSM, Site Name=01456_M_3409CA_KITKAT-W-T
        Occurrence Time:  2015/4/19 11:10:59 GMT+02:00
        Clearance Time:  2015/4/19 12:46:35 GMT+02:00
        Additional Information:  RAT_INFO=GU, AFFECTED_RAT=GU, DID=AUTODID_20131206_3dab37c0-5e95-11e3-8000-002128e7f
        Huawei OMC


Show you care; please don't print this e-mail unless it's really necessary. 
	Site Name = site name
NE Name= BSC
Location Information = Brief description
Alarm Name = description 
Alarm Name = Brief description 
Clearance Time doesn’t have value
Occurrence Time = alarm start
Clearance Time = Alarm end



The matching between cleared and active mails is determined by the active and cleared emails having the same:
1- Site name.
2- Alarm Brief Description.
3- Alarm start.
ZTE
	Clearance status
	Template
	Field Mapping

	Not cleared
	
alarm1(new alarm):
Dear everyone,
Kindly check the followed alarm information.
NE: NS-ARISH1(0396SI)(13);
Alarm Code: Shelter Door Alarm(198092550);
Raised Time: 2015-04-18 09:38:30;
Clear Time:
Clear Type:
Alarm Type: Equipment Alarm;
Remark: Subcode description:Dry-Node No:0;


Show you care; please don't print this e-mail unless it's really necessary.
	NE = site name
Alarm Code = Brief description
Alarm Code = description 
Body doesn’t contain the phrase “cleared alarm”
Raised Time = alarm start

	cleared
	
alarm1(cleared alarm):
Dear everyone,
Kindly check the followed alarm information.
NE: NS-ARISH2(0397SI)(16);
Alarm Code: Shelter Door Alarm(198092550);
Raised Time: 2015-04-05 13:05:33;
Clear Time:2015-04-09 08:19:07
Clear Type:Normal
Alarm Type: Equipment Alarm;
Remark: Subcode description:Dry-Node No:0;


Show you care; please don't print this e-mail unless it's really necessary.
	NE = site name
Alarm Code = Brief description
Alarm Code = description 
Body contain the phrase “cleared alarm”
Raised Time = alarm start
Clear Time= alarm end



The matching between cleared and active mails is determined by the active and cleared emails having the same:
1- Site name.
2- Alarm Brief Description.
3- Alarm start.
Motorola 
	Clearance status
	Template
	Field Mapping

	Not cleared
	
###### ALARM ID
                  22720
###### ALARM TYPE
                    [22] Optocoupler 7
###### ALARM DESCRIPTION
                           DOOR OPEN (4).
###### SITE NAME
                  C_KHANKA-ROAD-02_BSS55_CE(25_N_MARG-NTH_0554CA_SS00): 25 EAS 0 ###### ALARM DATE
                   31/03/2015  23:26:54
###### TIME DIFFRENCE
                 0
###### TIME LIMIT
                 0
###### OMC TIME   Tue Mar 31 23:28:03 CAT 2015


Show you care; please don't print this e-mail unless it's really necessary.
	SITE NAME = site name
ALARM ID = Brief description
ALARM ID = description 
Body doesn’t contain the clearance time
ALARM DATE = alarm start

	cleared
	###### ALARM ID
                  15934
###### ALARM TYPE
                    [22] Optocoupler 7
###### ALARM DESCRIPTION
                            DOOR OPEN (4).
###### SITE NAME
                  D_MAHALA-02_BSS34(D_MAHALA-02_BSS16:SITE-0:): 0 EAS 0 ###### ALARM DATE
                   31/03/2015  11:09:36
###### ClEARENCE DATE
31/03/2015 11:13:05
###### TIME DIFFRENCE
                 0
###### OMC TIME   Tue Mar 31 11:13:05 CAT 2015


Show you care; please don't print this e-mail unless it's really necessary.
	SITE NAME = site name
ALARM ID = Brief description
ALARM ID = description 
Body doesn’t contain the clearance time
ALARM DATE = alarm start
ClEARENCE DATE = alarm end



The matching between cleared and active mails is determined by the active and cleared emails having the same:
1- Site name.
2- Alarm Brief Description.
3- Alarm start.
Alert Post Processing
Matching active and cleared alarms (door status)
As mentioned for each vendor, each one is matched according to the available data in mail body, the general rule is:
1- Alarm start date and time are available in the clearance email, we match clearance to the active alert received with the exact same alarm start date and time.
2- Alarm start date and time are not available in the clearance email, clearance is associated to the first active alert received for this site with the same brief description (which represent the alarm name or alarm ID according to the template).
3- In case clearance alert arrived and no active alert with the same start time provided in the body was received previously:
a. This alert is created as a new alert and inserted in the database as a brand new alert with status cleared.
b. If active alert arrived with the same start date within 3 hours, the active alert will be associated with the clearance entered previously.
c. If active alert arrived but the predefined period has passed, the active alert will be inserted as a new active alert without clearance.
d. Each alert can only be represented by two emails one for opening the door and the other for closing the door, if more than two alerts had the same exact data, each two mails (active and cleared)  will represent a new alarm.  
4- In case clearance alert arrived with no start time provided in mail body and no active alert for this site was received previously:
a. This alert is created as a new alert and inserted in the database as a brand new alert with status cleared.
b. If active alert arrived for that site within 3 hours with start date before clearance time, the active alert will be associated with the clearance entered previously.
c. If active alert arrived but the predefined period has passed, the active alert will be inserted as a new active alert without clearance.
d. Each alert can only be represented by two emails one for opening the door and the other for closing the door, if more than two alerts had the same exact data, each two mails (active and cleared)  will represent a new alarm.  

Duplicate alerts
Some OMCs from Mobinil side sends duplicate mails for verification purposes, these alerts are considered duplicate if it met the following criteria:
1- For Alcatel, a previous active alert with the same site name, Brief Description and start time.
2- For Nokia, a previous active alert with the same site name, Brief Description and start time.
3- For Huawei, a previous active alert with the same site name, Location Information (brief description), and start time.
4- For ZTE, a previous active alert with the same site name, Brief description and start time.
5- For Motorola, a previous active alert with the same site name, Alert ID (Brief description) and start time.
These duplicate alerts are not shown in UI 
Apply Automatic legal action to received alert
When an alert is received, the system checks if the site associated with this alert has an automatic legal action assigned to it,
If it has an automatic legal action the following occurs:
1- The alert is marked as legal automatically.
2- The description will be changed describing that the legal action is changed automatically.
3- The legal action for this alert will be assigned the value of automatic legal action associated with the site.
Receiving an alert with site name that doesn’t exist in CAP system
If an alert was received with a site name that doesn’t exist in the system, the administrator needs to be notified of this.
1- From the mail receiver application configuration we read the administrators emails separated by comma.
2- We create a new object of type MailSend and add the email details to it.
3- In the mail body we specify the site name that doesn’t exist in system.
4- Then we save the Mail send object to database to be sent by mail sender service.
Matching alert to intervention
Interventions are the entity displayed to the user on UI, it represents the cycle including opening a door, sending a request and finishing a request and leaving site.
Interventions are the records displayed in the main door alarm view.
As agreed UI will display interventions as follows:
1- During access requests (after access request is approved and before departure request is approved) all door alerts for this site will be displayed as one record in UI.
2- When an alert is received system check for an existing intervention that is either expecting a door alert or an intervention indicating a contractor is working inside the site, these intervention are any intervention with a status other than the following:
a. SOCed Without Request
b. SOCed No Renewal Request
c. SOCed Finished Action Plan
d. Departure Approved
e. Waiting Request
f. Duplicate Alert
3- The intervention is matched with the following criteria in addition to the above conditions:
a. Site name or site code, in case request was made first and we only have site code available in the intervention.
b. Vendor if it is available in the intervention.
c. Intervention status as above.
4- If no intervention exists that meets the above criteria a new intervention is created with new alert information.



Projects in solution
1- MCAP.Mail.Receiver
2- MCAP.Mail.Receiver.Entities
3- MCAP.Mail.Receiver.Services
4- MCAP.Log, library project, contains logging to file.
Deployment on server
This service is a winforms application run on server SV-CAP-APP-01 with IP 10.110.37.53


Requests
USSD Receiver
This service is responsible for parsing USSD request sent from Contractor to represent one of the following requests:
1- Access Request.
2- Renew Request.
3- Departure Request.
The USSD service from Mobinil side send an XML to our service after they gather data from Contractor.
After our service finished xml processing, and the information is validated and the system managed to construct a valid request, the system sends an SMS to the contractor to notify him with the approval status of his request.
For access and renew request once the information is verified and parsed successfully, the request is approved by default and the SMS is sent to contractor automatically.
For departure request, after the information is verified and parsed successfully, it remains “Pending Approval” from Supervisor user, after the supervisor approves or rejects the request from “Main door alarm view” the SMS is sent with supervisor choice and comments.
XML templates are found here
Access request
Access request is divided to two types:
1- New access.
2- Concatenated access, an access proceeded by other requests and is a continual for the work done before.
New access
We receive the following info in the XML
1- Request Type, access for access requests.
2- User information:
a. Mobile number, we validate mobile number is an authorized existing contractor.
b. Pin code, we validate pin code is valid for the mobile number sent.
c. User is Mobinil staff, true or false value.
d. User is trusted, true or false value.
3- Action Information:
a. Action type, should be one of the following :
i. Action Plan 
ii. Incident 
iii. Urgent Action Plan 
iv. Environmental 
v. Audit 
vi. Survey 
vii. Deployment Or Rollout 
viii. Protective 
ix. Corrective 
x. Delivery
xi. Fax Report
xii. Pm Generator
b. Action plan number, in case the action type was action plan.
c. Incident number, in case the action type was incident.
d. UAP number, in case action type was urgent action plan.
e. Fax report number, in case the action type was fax report
f. Sub action type, should be one of the following:
i. Environmental 
ii. Audit 
iii. Survey 
iv. Deployment Or Rollout 
v. Protective 
vi. Corrective 
vii. Delivery
viii. Pm Generator
4- Site Information:
a. Site code.
b. Site region.
Since we only receive the site code, which is not unique for the sites we determine site associated with this request as follows:
a. No site exists with the provided code, this request is failed.
b. Only one site exists with the provided code, the system associate this site to the request.
c. Several sites exist with the provided code, in this case we do the following:
a. If only one site of them associated to the provided action, we associate that site to request.
b. More than one site of them is associated to the provided action, we do one thing of the following:
i. Search for a door alert with status “waiting request” for one of these sites, if exists, we associate that site to request.
ii. If no door alerts for any of the sites exist, we don’t associate request with a site yet.

Concatenated access
We receive the following info in the XML
1- Request Type, access for access requests.
2- User information:
a. Mobile number, we validate mobile number is an authorized existing contractor.
b. Pin code, we validate pin code is valid for the mobile number sent.
c. User is Mobinil staff, true or false value.
d. User is trusted, true or false value.
3- Confirmation serial, system validates conformation serial as follows:
a. Confirmation serial were sent to a valid request, and was not used in a previous request.
b. Was sent to the same contractor in the current request.
c. Make sure this confirmation serial is not sent as a reply to a departure “finished” request.
d. The action associated with the previous request is still valid (end date hasn’t pass yet).
Renew request
Renew request is a request to extend the duration for a contractor to be inside the site, we receive the following information in the XML:
1- Request Type, Renew for renew requests.
2- User information:
a. Mobile number, we validate mobile number is an authorized existing contractor.
b. Pin code, we validate pin code is valid for the mobile number sent.
c. User is Mobinil staff, true or false value.
d. User is trusted, true or false value.
3- Confirmation serial, system validates conformation serial as follows:
a. Confirmation serial were sent to a valid request, and was not used in a previous request.
b. Was sent to the same contractor in the current request.
c. Make sure this confirmation serial is not sent as a reply to a departure “finished” request.
d. The action associated with the previous request is still valid (end date hasn’t pass yet).
Departure request
Departure request is divided to three types:
1- Finished.
2- Not finished, work is not finished yet and the contractor will need to access the same site later.
3- Pending another site, work is not finished but the contractor will need to access another site later.
Finished
We receive the following info in the XML
1- Request Type, Departure for departure requests.
2- User information:
a. Mobile number, we validate mobile number is an authorized existing contractor.
b. Pin code, we validate pin code is valid for the mobile number sent.
c. User is Mobinil staff, true or false value.
d. User is trusted, true or false value.
3- Confirmation serial, system validates conformation serial as follows:
a. Confirmation serial were sent to a valid request, and was not used in a previous request.
b. Was sent to the same contractor in the current request.
c. Make sure this confirmation serial is not sent as a reply to a departure “finished” request.
4- Departure Work Status, ‘finished’ for ‘finished’ departure request.
Not Finished
We receive the following info in the XML
1- Request Type, Departure for departure requests.
2- User information:
a. Mobile number, we validate mobile number is an authorized existing contractor.
b. Pin code, we validate pin code is valid for the mobile number sent.
c. User is Mobinil staff, true or false value.
d. User is trusted, true or false value.
3- Confirmation serial, system validates conformation serial as follows:
a. Confirmation serial were sent to a valid request, and was not used in a previous request.
b. Was sent to the same contractor in the current request.
c. Make sure this confirmation serial is not sent as a reply to a departure “finished” request.
4- Departure Work Status, ‘not finished’ for ‘not finished’ departure request.
Pending another site
We receive the following info in the XML
1- Request Type, Departure for departure requests.
2- User information:
a. Mobile number, we validate mobile number is an authorized existing contractor.
b. Pin code, we validate pin code is valid for the mobile number sent.
c. User is Mobinil staff, true or false value.
d. User is trusted, true or false value.
3- Confirmation serial, system validates conformation serial as follows:
a. Confirmation serial were sent to a valid request, and was not used in a previous request.
b. Was sent to the same contractor in the current request.
c. Make sure this confirmation serial is not sent as a reply to a departure “finished” request.
4- Departure Work Status, ‘Pending’ for ‘pending another site’ departure request.
5- Site Information:
a. Site code.
b. Site region.
Site information are validated the same way it is validated in ‘new access request’

[bookmark: _Request_Post_Processing]Request Post Processing 
The following details describe the create and update triggers on request table

Insert Trigger
When the contractor inserts invalid data for a certain number of successive times (determined from settings with name ‘MaximumContractorTrials’) this contractor is automatically forbidden from submitting any more requests.
So once a request is validated and processed successfully, we reset the number of failed trials for this contractor.
The request is associated to an intervention using one way of the following:
1- This request is successive to a previous request which is matched already with an intervention (renew or departure requests).
2- Look for a matching intervention existing in system, if found it will be associated to this request.
How to match request with an intervention 
a. Intervention is for the same contractor.
b. Intervention for the same site.
c. If action exists, they should have the same action number.
d. Intervention status is not one of the following:
i. SOCed without request.
ii. SOCed no renewal request.
iii. SOCed finished action.
iv. Departure approved.
v. Request with no alert
If an intervention with the above criteria exists, the intervention is updated with new data and request is associated to this intervention, and intervention status is changed to the corresponding status according to request type.
3- If no existing intervention matches the request a new intervention with status ‘request with no alert’ is created and associated to this request.
After intervention matching is over, the system check the approval status of this request, in case it was approved or rejected, an SMS Message of type SMS Request reply is created with the new confirmation serial and approval status that will be sent to the contractor.
After all processing is done, the system inserts a log record in table Log_request to keep track of status changes and its time in request
Update Trigger
When a request is updated, the system checks the following:
1- If the approval status of the new record is different from old value, in case new value was approved or rejected, an SMS Message of type SMS Request reply is created with the new confirmation serial and approval status that will be sent to the contractor.
2- If request type was ‘departure request’, it is modified to ‘departure approved’ or ‘departure rejected’ according to the new approval status.
3- the system inserts a log record in table Log_request to keep track of status changes and its time in request



Projects in solution
1- MCAP.Ussd.MainService , web service
2- MCAP.Ussd.Entities
3- MCAP.Ussd.Services
4- MCAP.Log, library project, contains logging to file.
Deployment on server
This service is a web service published on IIS of server SV-CAP-APP-01 with IP 10.110.37.53


Sites
NGI SFTP Receiver
This service is responsible for reading NGI files from SFTP server, the IP, Path and credentials are provided via settings.
The SFTP receiver copies the following files from the SFTP server to the publishing server.
1- // BSC, currently we don’t copy BSC files from SFTP server as per Mobinil’s request.
2- RNC.
3- Node-B.
4- Sites.
5- BTS.
Projects in solution
1- MCAP.NGI.Receiver.SFTP, windows service
2- MCAP.NGI.Receiver.Entities
3- MCAP.NGI.Receiver.Services
4- MCAP.Log, library project, contains logging to file.
Deployment on server
This service is a windows service installed on server SV-CAP-APP-01 with IP 10.110.37.53

NGI Receiver
This service is responsible for parsing NGI files after it was copied to server.
The NGI receiver parsed each template according to its type and create a site with the parsed information then inserts it in database, find templates here.
1- BSC.
2- RNC.
3- Node-B.
4- Sites.
5- BTS.
Database Diagram
[image: ]
Projects in solution
1- MCAP.NGI.Receiver, windows service
2- MCAP.NGI.Receiver.Entities
3- MCAP.NGI.Receiver.Services
4- MCAP.Log, library project, contains logging to file.
Deployment on server
This service is a windows service installed on server SV-CAP-APP-01 with IP 10.110.37.53


E-Mails
Mail sender
This service is responsible for sending any mail generated within system. If any service sends an email (error notification, monitor email, etc..) it inserts in MailSend Table and this service is responsible of sending them.
The system sends new emails and retry failed emails for a certain number of trials before this email is abandoned.
This service logs processing in a text file and also a csv file containing the records that are being processed and their status and in case of failure, the error that caused it to fail.
Database Diagram
[image: ]
Projects in solution
1- MCAP.Mail.Sender, windows service
2- MCAP.Mail.Sender.Entities
3- MCAP.Mail.Sender.Services
4- MCAP.Log, library project, contains logging to file.
Deployment on server
This service is a windows service installed on server SV-CAP-APP-02 with IP 10.110.37.54



SMSs
SMS sender
This service is responsible for sending any SMS generated within system. If any service sends an SMS (Request reply, urgent action plan forward, etc..) it inserts in SMSMessage Table and this service is responsible of sending them.
This service logs processing in a text file and also in a table called SmsSentTrack.

Projects in solution
1- MCAP.Sms.Sender, windows service
2- MCAP.Sms.Sender.Entities
3- MCAP.Sms.Sender.Services
4- MCAP.Log, library project, contains logging to file.
Deployment on server
This service is a windows service installed on server SV-CAP-APP-02 with IP 10.110.37.54

Database Diagram
[image: ]


Reports
The reports exist in the solution as a compressed file under the folder MCAP.Reports
This project can only be opened by visual studio 2008
Legal Intervention report
This report displays the access requests made through normal system flow.
Illegal Intervention report
This report displays the door alarms that was marked with an illegal action.
SOC Alert report
This report displays the door alarms that was marked as SOCed.
Warning report
This report displays the door alarms that was marked as SOCed no renewal, SOCed finished action plan.
PM report
This report displays the interventions with sub action type Protective or PM generator.

Database Jobs
The scripts to create these jobs could be found here
Archiving Job
This job is scheduled to run every day at 01:00 AM to move data from operational database to Archive database.
Archiving job has 26 steps as follows:
1- Archive AlertWithoutRequest
2- Archive SmsVipSiteAlertForAlertWithNoRequest
3- Archive MailSend
4- Archive Delete Alert
5- Archive SmsTrustedPinCodeAndFailedRequests
6- Archive Action
7- Archive ActionLog
8- Archive ActionPlan
9- Archive Incident
10- Archive FaxReport
11- Archive UrgentActionPlan
12- Archive SiteAction
13- Archive SmsReceived
14- Archive SmsUapForward
15- Archive Intervention
16- Archive InterventionLog
17- Archive Request
18- Archive RequestLog
19- Archive SmsRequestReply
20- Archive SmsWarning
21- Archive Alert
22- Archive AlertLog
23- Archive MailReceivedForFaxReports
24- Archive MailReceived
25- Archive SmsVipSiteAlert
26- Delete ArchivedData
Steps from 1 to 4 archive the alerts that are not associated to a request but was handled to be inactive (marked legal or illegal).
The following steps are for archiving closed actions and all related data as long as it is not pending any further processing (SMSs are sent, contractor departed the site, etc.)
After records are copied to archive database it is then deleted from operational database.

Close action Job
This job is scheduled to run every day at 01:00 AM to check end date of actions and closes the actions that passed its end date.
This action has only one step.

Set intervention status Job
This job is scheduled to run every 30 seconds to check intervention statuses and change the status according to predefined waiting time for each intervention status.
This action has only one step.

Match site Job
This job is scheduled to run every day at 12:30 PM to check interventions not associated with site and look for these sites and if they exist, the intervention is associated to the corresponding site.
This action has only one step.
Database Triggers

Action table 
After insert trigger
This trigger does the following:
1- Insert Log record for action creation in Log_Action table.
2- If action type is not action plan or incident , action code is automatically generated as follows:
a. For fax-report the code is formatted as follows ‘FX{ddMMyy}{incremental serial Number}
b. For other action types is formatted as follows ‘{ddMMyy}{incremental serial Number}
After update trigger
This trigger does the following:	
1- Insert Log record for alert creation in Log_Action table if the action status was changed. 

Alert table 
After insert trigger
This trigger is disabled, all its functionality is now included in the business layer.
After update trigger
This trigger does the following:	
1- Check requests associated with the alert.
2- If a maintenance team is associated to the site of this alert, a new SMS is sent to maintenance team, of type VIP site alert.
3- Insert Log record for alert creation in Log_Alert table. 
Contractor table 
After insert trigger
This trigger does the following:
1-  Generates a new pin code for Mobinil staff and trusted users.
2- Create an SMS of type Trusted User Pin Code to be sent to the contractor.
After update trigger
This trigger does the following:	
1- Check if maximum failed trials is reached for updated contractor.
2- If it is reached the contractor is unauthorized.
3- If the contractor was changed to ‘Mobinil staff’ or ‘Trusted’ generates a new pin code for Mobinil staff and trusted users.
4- Create an SMS of type Trusted User Pin Code to be sent to the contractor
Failed Request table 
After insert trigger
This trigger does the following:
1-  Increment the contractor failed trials by one.
Intervention table 
After insert trigger
This trigger does the following:
1- Insert Log record for intervention creation in Log_Intervention table.
2- Update BSC/RNC value according to Intervention site. 
After update trigger
This trigger assign site id from intervention to the requests associated to this intervention which isn’t matched to site.
Request table 
Refer to section Request Post Processing.
SmsMessage table 
After insert trigger
For SMSs of type Request Reply, this trigger generates a code following this format {ddMMyy}{incremental serial number), then concatenates this code to the SMS body.
SubContractor table 
After insert trigger
This trigger creates a company with the same name as the inserted subcontractor, as per Mobinil request, so that contractors are assigned to subcontractors as well as other companies.
User table 
After insert trigger
This trigger assigned the default security rules to the created user according to his type based on records from UserTypeSecurityRule table.


Servers access
Connecting to VPN

Credentials users:
· cap-ext1
· cap-ext2
· cap-ext3
· cap-ext4
· cap-ext5
To connect to VPN you need to access the following URL https://myworkplace.mobinil.com/dana-na/auth/url_default/welcome.cgi 

You’ll be asked to enter username and password
The user name is one of the above users.
The password should be a code generated by RSA SecureID [image: ]

Installing security token 
The tokens are found in the attached mail below

[bookmark: _GoBack]
New Token Installation
1. From within your RSA program, select “Options”, “Manage Token” and choose “Delete Token” to remove the current token file.
[image: ]

1. Select “Yes” to delete the current token and select “OK” on the next screen.
[image: ]
[image: ]
1. If this is your last token, the next window will appear. Select “Yes”.
[image: ]
1. Select “Import from File” and “Browse” to import the current token file (attached).
[image: ][image: ]

1. You will be asked for the import (installation) password. Type in the password that will be sent in the next e-mail.              
 [image: Description: Description: Installation Password.bmp]
1. Upon clicking OK, you will be presented with a change token name menu. Select OK without changing the name.
 [image: Description: Description: Installation Name.bmp]

1. The Passcode that will appear is your password. To login, type in your sent username and click copy to get your password and paste it in the passcode box.
[image: ]


Server credentials
The server credentials could be found here.

Services on servers
The system is distributed on the servers as follows:
· SV-CAPWEB-01 is the web server, it has IP 10.110.40.26, the Web portal is published on the server’s IIS.
· SV-CAPDB-01 is the web server, it has IP 10.110.38.36, the system database and database jobs exist on this server.
· SV-CAPAPP-01 is the first application server, it has IP 10.110.37.53, and it has the following published:
· MCAP.NGI.Receiver.SFTP as a windows service that grabs the NGI files from a remote SFTP server and copy it locally on the server.
· MCAP.NGI.Receiver as a windows service that parse the NGI files grabbed by ‘MCAP.NGI.Receiver.SFTP’ and inserts it as sites in database.
· MCAP.HP.Receiver as a windows service that parse the HP files and inserts it as action plans or incidents in database.
· MCAP.Mail.Receiver as a winforms application that integrates with outlook installed on the server and read emails and parse it and inserts it in database as alerts or fax-reports.
· MCAP.USSD.Receiver as a web service published to server IIS, it is responsible for receiving requests and processing it then inserting it into database.
· MCAP.SMS.Receiver as a WCF service published to server IIS, it is responsible for receiving an SMS from gateway and parsing the text then insert it into database as Urgent action plan.
· SV- CAPAPP -02 is the second application server, it has IP 10.110.37.54, and it has the following published:
· MCAP.Mail.Sender as a windows service that reads new mails from database then send it.
· MCAP.SMS.Sender as a windows service that reads new SMSs from database then send it to gateway.




Troubleshooting issues
Door Alerts
When a problem is reported for door alerts usually one of the below:
1- An alert is missing.
2- Alert clearance is missing.
In this case we do the following:
1- Filter main door alarm view on UI with provided data from Mobinil:
a. Site name.
b. Time range.
2- If it doesn’t exist on UI , Query alert database with provided data from Mobinil:
a. Site name.
b. Time range.
3- If an alert exists with the provided data, we check intervention associated to it, it could be hidden due to occurring while a contractor was inside site.
4- If the alert doesn’t exist we query received mails from database with provided information.
5- If mail received we check AlertId and FaxReportId.
6- If FaxReportId has a value, we revisit the template to check why it was considered a faxreport, and inform them with our findings and cope with this cause if it was permanent, or we ignore it if Mobinil will fix it from their side.
7- If neither FaxReportId nor AlertId has value we check the Log file, path for log file could be found in CAP database in settings table.
8-   If an error occurred during parsing, this error will exist in the log file, we inform them with our findings and try to fix it according to what we agree with them.
Fax-Reports
When a problem is reported for Fax-report usually one of the below:
1- A fax is missing.
2- Fax clearance is missing.
In this case we do the following:
1- we Query fax-reports database with provided data from Mobinil:
a. Site name.
b. Time range.
2- If the fax-report doesn’t exist we query received mails from database with provided information.
3- If mail received we check AlertId and FaxReportId.
4- If AlertId has a value, we revisit the template to check why it was considered an alert, and inform them with our findings and cope with this cause if it was permanent, or we ignore it if Mobinil will fix it from their side.
5- If neither FaxReportId nor AlertId has value we check the Log file, path for log file could be found in CAP database in settings table.
6-   If an error occurred during parsing, this error will exist in the log file, we inform them with our findings and try to fix it according to what we agree with them.
Sites
When a problem is reported for a site, usually site is missing and it is reported as Door Alert is not associated with a BSC, we do the following steps:
1- We check if door alert has a SiteId associated to it.
2- If it exists, we check the BSC for this site, if it is empty we inform them and they give us the correct BSC to update site information.
3- If it doesn’t exist we query the sites for a site with name equal the received site name in alert.
4- If site exists we check creation date, if it was created recently, we run the ‘match site job’ and the alert will be associated to site.
5- If it doesn’t exist, we check NGI Logs to find out if record was ignored or it was not in any file.
6- We inform them with our findings.
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FW  access token.msg
FW: access token

		From

		Maha Khairy

		To

		'Maha Khairy'

		Recipients

		mkhairy@victorylink.com



FYI



 



Best Regards,



 







 



Maha Khairy



Technical Team Leader



 27 Magdy Salama Street, 



Off Autostrad, Maadi,



Cairo, Egypt



M + 20 (10) 0524-5182



T   + 20 (2) 2516 0004



F   + 20 (2) 2516 0060



www.victorylink.com



 



 



From: Maha Khairy [mailto:mkhairy@victorylink.com] 
Sent: Wednesday, September 03, 2014 3:06 PM
To: 'Maha Khairy'
Subject: access token



 



 



 



Best Regards,



 







 



Maha Khairy



Senior Software Engineer



 27 Magdy Salama Street, 



Off Autostrad, Maadi,



Cairo, Egypt



M + 20 (10) 0524-5182



T   + 20 (2) 2516 0004



F   + 20 (2) 2516 0060



www.victorylink.com



 



*****************************************************************************************************************************************************************



The content of this document is classified as Victory Link Confidential and Proprietary Information. The recipient hereby is committed to hold in strict confidence the contents of this (e-mail, document, and information) and not to disclose to any third party without the prior written consent of Victory Link. Recipient will be held liable for any unauthorized disclosure.



If you have received this message in error, please notify the sender by return e-mail and delete the message in its entirety, including any attachments.
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RE: Access Token.msg

RE: Access Token


			From


			Amr Aly Moahmed Rashad


			To


			Omar El-Hawari


			Cc


			Bahaa Barakat; mkhairy@victorylink.com; Yasmin Hakim; 'Engy El Sabban'


			Recipients


			ohawari@victorylink.com; bbarakat@Mobinil.com; mkhairy@victorylink.com; yhakim@victorylink.com; engy@victorylink.com





Dear Omar,





 





                Please check that attached mails contain the new licenses for ext-CAP2, how to reinstall it and installation password.





 





Thanks and best regards,





 





Amr Aly





Network Management Solutions Engineer





Technology Department
Mobile: + (2) 0122 221 0273





Office: + (2)  0122 320 8241











 





From: Omar El-Hawari [mailto:ohawari@victorylink.com] 
Sent: Wednesday, April 02, 2014 10:41 AM
To: Amr Aly Moahmed Rashad
Cc: Bahaa Barakat; mkhairy@victorylink.com; Yasmin Hakim; 'Engy El Sabban' (engy@victorylink.com)
Subject: Re: Access Token





 





Dear Amr,





 





My apology for not answering your phone calls right away, to be aligned with our phone call I am confirming Maha's show up as soon as possible at Nile city's premises.





 





Best Regards,





 





    





Omar El-Hawari





Project Coordinator





27 Magdy Salama Street,





Off Autostrad, Maadi,





Cairo, Egypt





M + 20 (11) 29300025





www.victorylink.com





 





 





 





From: Amr Aly Moahmed Rashad <ARashad@Mobinil.com>
Date: Wed, 2 Apr 2014 09:35:06 +0200
To: MacBook <ohawari@victorylink.com>
Cc: Bahaa Barakat <bbarakat@Mobinil.com>, "mkhairy@victorylink.com" <mkhairy@victorylink.com>, "tfarahat@victorylink.com" <tfarahat@victorylink.com>, "'Engy El Sabban' (engy@victorylink.com)" <engy@victorylink.com>
Subject: RE: Access Token





 





Dear Omar,





 





                I have tried to reach you too many times. Please confirm to send someone to deploy the new patch on the CAP from Nile city.





 





Thanks and best regards,





 





Amr Aly





Network Management Solutions Engineer





Technology Department
Mobile: + (2) 0122 221 0273





Office: + (2)  0122 320 8241











 





From: Amr Aly Moahmed Rashad 
Sent: Tuesday, April 01, 2014 4:36 PM
To: 'Omar El-Hawari'
Cc: Bahaa Barakat; mkhairy@victorylink.com
Subject: RE: Access Token





 





Dear Omar,





 





                As per our conversation I’m waiting for your confirmation that someone will be available to work from SV till we solve the soft token problem.





 





Thanks and best regards,





 





Amr Aly





Network Management Solutions Engineer





Technology Department
Mobile: + (2) 0122 221 0273





Office: + (2)  0122 320 8241











 





From: Omar El-Hawari [mailto:ohawari@victorylink.com] 
Sent: Tuesday, April 01, 2014 12:12 PM
To: Amr Aly Moahmed Rashad
Cc: Bahaa Barakat; mkhairy@victorylink.com
Subject: Re: Access Token





 





Dear Amr,





 





kindly find the below username





 





User name : ext-cap2





 





Best Regards,





 





    





Omar El-Hawari





Project Coordinator





27 Magdy Salama Street,





Off Autostrad, Maadi,





Cairo, Egypt





M + 20 (11) 29300025





www.victorylink.com





 





 





 





From: Amr Aly Moahmed Rashad <ARashad@Mobinil.com>
Date: Tue, 1 Apr 2014 11:52:33 +0200
To: MacBook <ohawari@victorylink.com>
Cc: Bahaa Barakat <bbarakat@Mobinil.com>, "mkhairy@victorylink.com" <mkhairy@victorylink.com>
Subject: RE: Access Token





 





Please send me the username.





 





Thanks and best regards,





 





Amr Aly





Network Management Solutions Engineer





Technology Department
Mobile: + (2) 0122 221 0273





Office: + (2)  0122 320 8241











 





From: Omar El-Hawari [mailto:ohawari@victorylink.com] 
Sent: Monday, March 31, 2014 3:44 PM
To: Amr Aly Moahmed Rashad
Cc: mkhairy@victorylink.com
Subject: Access Token





 





Dear Amr,





 





                Please note that Maha's access token is expired.





 





Token ID : 000212041840





 





Best Regards,





 





    





Omar El-Hawari





Project Coordinator





27 Magdy Salama Street,





Off Autostrad, Maadi,





Cairo, Egypt





M + 20 (11) 29300025





www.victorylink.com
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Show you care; please don't print this e-mail unless it's really necessary.


*******
IMPORTANT
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Remote Access Replacement Soft Token.msg


Remote Access Replacement Soft Token



				From



				Ahmed Ali Abo Ayad



				To



				Amr Aly Moahmed Rashad



				Recipients



				ARashad@Mobinil.com







Dear Amr,







 







Please find below the installation password for your user’s “ext-cap2”  Remote Access replacement soft token sent earlier:







 







   1859647320    







 







 







Thanks







Best Regards







 







Ahmed Ali Abo Ayyad







Supervisor Corporate DN & Security







Network Engineering & Operations







Technology Department







Office:







Mobile: +2 01280533300







E-mail: aaboayad@mobinil.com







Corporate DN Hotline: +2 012 2320-1001







First Line Support: +2 012 2320-1988









Show you care; please don't print this e-mail unless it's really necessary.











______________________________________________________________________
This email has been scanned by the Symantec Email Security.cloud service.
For more information please visit http://www.symanteccloud.com
______________________________________________________________________











Remote Access Replacement Soft Token.msg


Remote Access Replacement Soft Token



				From



				Ahmed Ali Abo Ayad



				To



				Amr Aly Moahmed Rashad



				Recipients



				ARashad@Mobinil.com







Dear Amr,







 







Kindly find attached the replacement soft token for your user’s “ext-cap2” Remote Access. The installation password will be sent in another e-mail.







 







Please find below the procedures to reinstall the soft token on your PC.







 







New Token Installation







1.     From within your RSA program, select “Options”, “Manage Token” and choose “Delete Token” to remove the current token file.















 







 







 







 







 







 







 







 







 







 







 







 







 







 







 







2.     Select “Yes” to delete the current token and select “OK” on the next screen.















 







 







 







 







 







 







 







 







 







 







 







 







 







 







3.     If this is your last token, the next window will appear. Select “Yes”.















 







 







 







 







 







 







 







 







 







 







 







 







 







4.     Select “Import from File” and “Browse” to import the current token file (attached).















 







 







 







 







 







 







 







 







 







 







 







 







 







 







 







 







 







 







 







 







5.     You will be asked for the import (installation) password. Type in the password that will be sent in the next e-mail.







 







 







 







 







 







 







 







 







 







 







 







 







6.     Upon clicking OK, you will be presented with a change token name menu. Select OK without changing the name.







 







 







 







 







 







 







 







 







 







 







 







 







 







 







7.     The Passcode that will appear is your password. To login, type in your sent username and click copy to get your password and paste it in the passcode box.















 







 







 







 







 







 







 







 







 







 







 







 







 







 







 







Thanks







Best Regards







 







Ahmed Ali Abo Ayyad







Supervisor Corporate DN & Security







Network Engineering & Operations







Technology Department







Office:







Mobile: +2 01280533300







E-mail: aaboayad@mobinil.com







Corporate DN Hotline: +2 012 2320-1001







First Line Support: +2 012 2320-1988







 









Show you care; please don't print this e-mail unless it's really necessary.
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ext-cap2_000234695625.sdtid




 
     
         0
         N/A
         N/A
         N/A
         N/A
         N/A
         0
         sVROK0/lzuGz7adgQ0VPdA==
         2014/04/07
         2017/04/30
         8
         60
         1
         0
         8
         60
         120
         600
         0
         0
         0
         1
         1
         0
         0
         1
         0
         20000001
         grKP4FVm69hpk3UjSHMl8Q==
    
     
         000234695625
         =kq8J6Ik/0TQpoF82Nny/OA==
         VectorLink
         CAP
         ext-cap2
         1
         
            8f94b026-d362-4554-ac52-3b01fa333b6f
            4.0
            Desktop PC
            PC Software Token V3.0 or later
        
         iIstrnFfo+pyVUqci6FfyA==
    
     
         k22z8d/5acnRAsqd+Yx4Sgbt563yiJigvSPHzJcKturQ9sg1ModSJjfVmlbVfWjwM6cSAYPXjQt9g7cg9MjVcGBCyxODBQdDPeXgntYfJQ33ki/RcBHhDQW3TNGXUq0AqxbBhLv5hWMK4OHB6QxIGYg02rZL15PWjHVz0C8yDpQ=
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Fwd: New RSA license


			From


			Nihal Abdelazim


			To


			Maha Khairy


			Recipients


			mkhairy@victorylink.com











Sent from my iPhone





Begin forwarded message:







From: Nihal Abdelazim <nabdelazim@victorylink.com>
Date: 14 August 2014 02:30:51 pm EEST
To: Hanaa Nazem <hnazem@victorylink.com>
Subject: Fwd: New RSA license













Sent from my iPhone





Begin forwarded message:







From: Amr Aly Moahmed Rashad <ARashad@Mobinil.com>
Date: 10 August 2014 04:03:20 pm EEST
To: "nabdelazim@victorylink.com" <nabdelazim@victorylink.com>
Cc: Bahaa Barakat <bbarakat@Mobinil.com>, Jacquline Abd El Massih Nassef <JNassef@Mobinil-Outsourced.com>, Sherif Hisham Sharaby <ssharaby@Mobinil.com>, "'Engy El Sabban' (engy@victorylink.com)" <engy@victorylink.com>, "mbasheer@victorylink.com" <mbasheer@victorylink.com>
Subject: New RSA license













Dear Nihal,





 





In order to help VL personal to be able to access CAP and NOC portal simultaneous to speed up the4 deployment and troubleshooting problems we have activated 4 new Remote VPN tokens.





 





Attached are the licenses and the installation procedure. And below is the installation password





 





 





Token





Installation Password





EXT-Cap1





6454872316





EXT-Cap3





9930281739





EXT-Cap4





7240001643





EXT-Cap5





73894012517





 





 





Please be noted that those token’s will be deactivated automatically if not used at least once each month.





 





Please make sure if the tokens will be installed on more than one PC/laptop to make sure that the time is equal on all of them to prevent the account from being locked.





 





Thanks to contact me in for any inquire. Also Awaiting confirmation from you that the mail is received.





 





Thanks and best regards,





 





Amr Aly





Network Management Solutions Engineer





Technology Department
Mobile: + (2) 0122 221 0273





Office: + (2)  0122 320 8241
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Show you care; please don't print this e-mail unless it's really necessary.








*******


IMPORTANT


Confidentiality: This e-mail communication and any attachments thereto contain information which is confidential and are intended only for the use of the individuals or entities named above. If you are not the intended recipient, you are hereby notified that

 any disclosure, copying, distribution or the taking any action in reliance on the contents of these documents is strictly prohibited and may be illegal. Please notify us of your receipt of this e-mail in error and delete the e-mail and any copies of it.


Monitoring/Viruses: Mobinil may monitor all incoming & outgoing e-mails in line with current legislation. Although we have taken steps to ensure that this e-mail and attachments are free from any Virus, we advise that in keeping with good computing practice

 the recipient should ensure they are actually virus free.


The Egyptian Company for Mobile Services (Mobinil)


www.mobinil.com


*******







______________________________________________________________________


This email has been scanned by the Symantec Email Security.cloud service.


For more information please visit http://www.symanteccloud.com


______________________________________________________________________
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Remote Access Replacement Soft Token



				From



				Ahmed Mohamed Metwally



				To



				Amr Aly Moahmed Rashad



				Recipients



				ARashad@Mobinil.com







Dear Amr,







 







Kindly find attached the replacement soft tokens for  Remote Access. The installation password will be sent in another e-mail.







 







Please find below the procedures to reinstall the soft token on your PC.







 







New Token Installation







1.     From within your RSA program, select “Options”, “Manage Token” and choose “Delete Token” to remove the current token file.















 







 







 







 







 







 







 







 







 







 







 







 







 







 







 







2.     Select “Yes” to delete the current token and select “OK” on the next screen.















 







 







 







 







 







 







 







 







 







 







 







 







 







 







3.     If this is your last token, the next window will appear. Select “Yes”.















 







 







 







 







 







 







 







 







 







 







 







 







 







4.     Select “Import from File” and “Browse” to import the current token file (attached).















 







 







 







 







 







 







 







 







 







 







 







 







 







 







 







 







 







 







 







 







5.     You will be asked for the import (installation) password. Type in the password that will be sent in the next e-mail.







 







 







 







 







 







 







 







 







 







 







 







 







6.     Upon clicking OK, you will be presented with a change token name menu. Select OK without changing the name.







 







 







 







 







 







 







 







 







 







 







 







 







 







 







7.     The Passcode that will appear is your password. To login, type in your sent username and click copy to get your password and paste it in the passcode box.















 







 







 







 







 







 







 







 







 







 







 







 







 







 







Best Regard,







 







Ahmed Metwally







Corporate DN& Security Operations Engineer
Network Engineering & Operations







Technology Department
Office:  +2 0122 320-1459
Mobile: +2 0127-4117779
E-mail: AhMetwally@mobinil.com







 












Show you care; please don't print this e-mail unless it's really necessary.
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EXT-Cap1.zip








ext-cap1_000218965367.sdtid




 
     
         0
         N/A
         N/A
         N/A
         N/A
         N/A
         0
         l9m8s40oeo0y8BSjH4EQiQ==
         2014/08/07
         2014/10/31
         8
         60
         1
         0
         2400
         630
         4320
         4320
         0
         0
         0
         1
         1
         0
         0
         1
         0
         20000001
         7L3TXlINLGldDJo3r9Z31Q==
    
     
         000218965367
         =1PE8aWFMYccHh1DO3v11FQ==
         VectorLink
         CAP
         ext-cap1
         1
         
            8f94b026-d362-4554-ac52-3b01fa333b6f
            4.0
            Desktop PC
            PC Software Token V3.0 or later
             
        
         fGfiHWie3juEI9uM/CCDyg==
    
     
         OdF48+ld3TrmvGm8aR9ps5mrF/f0CJmGai8zbKGvhtZbzeBVBXQVo5BiHyMxefuFCUOmw4fx2bDCa9Oyavc7ZZ4CWep72wCwbe6WDAwOh4+Py0afuAlpoVlg1OagcYSEAzfcmRHIQmVD/AlNkbAiXTkqRlNMNL/MIsgv7EPIwww=
         
















EXT-Cap3.zip








ext-cap3_000234695341.sdtid




 
     
         0
         N/A
         N/A
         N/A
         N/A
         N/A
         0
         1FewUbihQNjja4FO9URDsQ==
         2014/08/07
         2017/04/30
         8
         60
         1
         0
         8
         60
         120
         600
         0
         0
         0
         1
         1
         0
         0
         1
         0
         20000001
         4KV08AIwSl4uZzAd8nbUzg==
    
     
         000234695341
         =Q+nB3yF08liaSc3JcUqgUw==
          
         CAP
         ext-cap3
         1
         
            8f94b026-d362-4554-ac52-3b01fa333b6f
            4.0
            Desktop PC
            PC Software Token V3.0 or later
        
         Oy8BZ8XmThEwT/BQytpDMw==
    
     
         KJh2RziYoKSvGxEtqEdQnCLDTxaJvXJQlO5g6J3hQ/9KXy2DXQH4hUhciuRgqAZybh5f4e+3i0rvl7KTFCTPSQBgtZgccG+eKvjN+WsfOUxDDNcnPAI3Ey9k6K92/1gCfV+Z7Qhs2T58Uu7LOLrJ3OWoMRzhBfT3gC9t7sEE9yg=
         
















EXT-Cap4.zip








ext-cap4_000234695342.sdtid




 
     
         0
         N/A
         N/A
         N/A
         N/A
         N/A
         0
         cQU55+9TM87vDd55akAkTg==
         2014/08/07
         2017/04/30
         8
         60
         1
         0
         8
         60
         120
         600
         0
         0
         0
         1
         1
         0
         0
         1
         0
         20000001
         c2i3AKxxTt/DrKgAJzbFJg==
    
     
         000234695342
         =YsidYHBK/lwlJ7RbgeZ8Xg==
          
         CAP
         ext-cap4
         1
         
            8f94b026-d362-4554-ac52-3b01fa333b6f
            4.0
            Desktop PC
            PC Software Token V3.0 or later
        
         ROMA7eHdIdEPcycAXSkflQ==
    
     
         tOtsOvj0q5yG68n39vC4TXWY+ETKNsmmPd5T3DZkwRcBezam9b/T/x3DCl56vDSZWQ33lI1NnKBC0U5gf263SuU7vZGJ573pAE2r/aHDC21KEg8thPtEiPx+7sCAVar7bVQ5FcEfXFyhidDUgVaZuXn5j+cGwh3trkhOPOrKunQ=
         
















EXT-Cap5.zip








ext-cap5_000234695343.sdtid




 
     
         0
         N/A
         N/A
         N/A
         N/A
         N/A
         0
         IWzsVzMCweOKu45cPc7xGw==
         2014/08/07
         2017/04/30
         8
         60
         1
         0
         8
         60
         120
         600
         0
         0
         0
         1
         1
         0
         0
         1
         0
         20000001
         xb4pUa9wNWphQNis/+zxKA==
    
     
         000234695343
         =DcRldIqdcvhP23Mp7ny2EA==
          
         CAP
         ext-cap5
         1
         
            8f94b026-d362-4554-ac52-3b01fa333b6f
            4.0
            Desktop PC
            PC Software Token V3.0 or later
        
         8/6MvsswY0rosr7ZOErPNA==
    
     
         Zc+rq9EpDW/vo0u9RLXKIoUJ36L2TYzzQKx99SrfnUK9VoFEdElaHQDYVcDhVVBYoL8YUNANypUt6Dj7adZZ8QMp3i6PtD9lgtqYBZ54tAYcoIuv59t69nU1Ph8ky7DNCHiKH0tHD2Ws4eJVDuPH7ngQbOiio+iUqugsAQDl2no=
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