Users’ Management:  
These requirements should be built above the already developed ones.
· Super admin can create users either one by one or upload bulk.
· Users can have one of the following types:
· Mobinil staff
· Trusted user
· Super admin will define access types (Action plan, work order, etc…) that are available for each user type (Mobinil staff, Trusted user).
· Super admin can grant user access to one or more of the following:
· Web App.
· Mobile App.
· USSD.
· Super admin will define for each user the following  :
· Web app  Username and password
· Mobile app  Pin number (number automatically generated by the system but super admin can click on a button to reset the pin number)
· USSD  Pin number   
· Super admin can choose the pin number of mobile app and USSD are the same or different ( default is to be the same)
· Web app User will receive SMS and mail contains the URL to open the CAP Application In addition to his username and password to use to login the system. 
· Mobile User will also receive SMS and mail contains the link to download the Mobile app if he is granted access to use mobile app in addition to the Pin that he will use to access the Mobile app.
·  USSD User will receive SMS and mail (If exists) with the pin to access USSD.
· If the user is granted more than one privilege he will get all the notifications.
· While login if the user enter wrong number more than X number of times (X is defined in the settings) the account will be locked. (this account only [mobile , web ,USSD))
· Super admin and pool admins can Lock / unlock any account for any user (that he manages).
· Super admin and pool admins can change the password for any user that he manages either by pressing a button to automatically generate the password or write a password.
· Super admin and pool admins can click on a button to reset the pin number for any user that they manage.
· [bookmark: _GoBack]At any point of time super admin, pool admin can reset the pin of the users then SMS and mail will be sent to the user acknowledging the new pin.
· In login page there should be “change password” and “forget password” links.
· Super admin can create pools.
· Each pool shall have a pool admin.
· Super admin will grant privileges for each pool, the pool admin will have them all then he can assign to his pool members same as his or less.
· Super admin can assign users to pools.
· Each pool admin can create users to his pool  , users are either:
· Basic user 
· Advanced user  (will be given more permissions but still same as or less than pool admin permissions) [ex: Acceptance project manager]
· pool admin can rename the role of the user(ex: engineer , project manager)
· If the pool admin is “trusted User” he can create users with the type “trusted user” only
· If the pool admin is “Mobinil staff” he can create users with either “Mobinil staff” or “trusted user”.
· Pool admin can grant access types for each user same as his or less.
· Users can be assigned to more than one pool.
· Admin of each module can assign specific reports and dashboards to users (pools).
· Super admin can define range of sites (by area - by operational zone - by office - Manually selected-all) for each pool managed by the pool admin , pool admin can then assign to his pool members sites same as or less than him.
· Each pool admin can create pools and assign pool admins for them.
· Admin of each module will act as a pool admin (in Digital log book) can grant permissions to users in his pool same as his permission or less.
· There should be a privileges matrix divided in modules (View, Edit, submit and Delete), super admin will access it all and each pool admin will view his part. 

